


LAWS 

Senate Bill 407 

Effective 9/11, compliance by 12-13 school year 

“child pornography”= sexually explicit image of child 

under 17 

Kids can be prosecuted for- receipt, possession, 

forwarding, production 

Juvenile conviction can result- misdemeanor or fine of 

500-4,000, confinement for 6-12 months 



CYBERBULLYING IS ILLEGAL IN TEXAS 

Class A misdemeanor up to 3rd degree felony 

Juvenile confinement 2-10 years in prison 

Can result in a fine or community service 

Federal law doesn’t directly address this, in many cases it overlaps with 

discriminatory harassment 

 

 



WHAT IS ONLINE CAN BE SEEN 

BY OTHERS, THINK BEFORE 

YOU POST! 

http://www.netsmartz.org/TeensTalkBack/OfflineConsequences
http://www.netsmartz.org/TeensTalkBack/OfflineConsequences
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QUESTIONS TO CONSIDER 

Anonymous apps- How would you personally use this app? What 
would you post anonymously? What kind of things would a 
person want to post anonymously? Why would you tell your 
secrets to strangers?  If you are struggling with something, will a 
stranger care or be able to help you?  Do you think it would be 
safe to accept their help/friendship? 

Snapchat- Why do you want to send pictures that disappear?  Would 
you be okay with anyone seeing that pic? 

Any app- Are you being safe with that app?  Are you encourageing 
others or tearing them down? Are you being bullied? Are you 
putting out too much information about yourself? 

DO YOU EVEN KNOW WHAT APPS ARE ON YOUR KIDS PHONES??? 

Have you heard of Calc %????????????????????????????????? 

 

Good website for internet saftey – netsmartz.org 

 

 



GENERAL SECURITY CONCERNS WITH SOCIAL 

MEDIA… 

Catfishing 

Modeling “ads” 

Where can your pictures go? 

Grooming 

Stalking/Harassment 
 

https://www.youtube.com/watch?v=6jMhMVE
jEQg   Child Predator Social Experiment 

https://www.youtube.com/watch?v=6jMhMVEjEQg
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Friend or Fake? 

How is social media shaping the way your 
child interacts with peers?   

http://www.netsmartz.org/NSTeens/FriendOrFake


FACEBOOK 

• Has several security features- restrict who views your items, 

can block users, can do direct messaging 

• Set your security settings to block people from tagging you 

and non-friends from seeing your posts 

• People can still find these posts- some times what you post 

can be shared if you don’t have it marked as private 

• Problems- can have multiple accounts, can be linked to 

other social media sites 



INSTAGRAM 

• Share photos and videos, can follow others; can use 

filters and other apps to submit pictures, must be above 

13 yrs old 

• Can add “geo tags” to photos, watch your security 

settings 

• Can follow others without them following you 

• Usually “public”, can set to private 

• Searchable, especially with # 

• If set to public, anyone can comment on pictures 



TWITTER 

• Can be public or private per security settings; most are public, can block users 

• Searchable, especially with # 

• Very widely used 

• Others can retweet what you send, you can be mentioned in another tweet 

 



SNAPCHAT 

• Snaps can be caught via screen shot 

• “My Story” can be set to be viewed by anyone 

• Can use geo filters 

• There are apps like save snap or snap save 

• In settings, can have it be that you only accept incoming pics from 

“my friends” 

• Can block users 



OTHER APPS FOR YOU TO KNOW ABOUT… 



YOUTUBE 

Does have a safety feature called “safety mode” 

Can have explicit material, personal information can be shared 

Videos can go “viral” depending on the number of views 



KIK 

Instant messaging, uses a “user name” (instead of a phone #) 

much like Instagram, sends pictures/videos/voice messages 

too  

Is rated 17+ in the iTunes app store 

Can connect to other social media apps 

Can block users and remove contacts 

Anyone can send you a message if they know your user name 

Can use group chat, sometimes part of bullying 

Can make fake accounts 

 

 

 



TUMBLR 

Users post pictures and can post comments, can 
also post links to other sites, is searchable 

Forums are created for specific interests, can be 
shared 

Users can be anonymous 

Can report cyberbullying, can block users or 
tumblelogs 

There is a “safe mode” filter 





IMGUR 

Anonymous image sharing site, 

can use it to post to message 

boards/blogs.  Popular images 

are featured in the searchable 

the gallery.  Images stay as 

long as they get one view 

every 6 months.   

Uploaded images not on the 

gallery are “private”.  

They say that they monitor 

themselves.  



REDDIT 

Members can submit various content, users vote 
them “up” or “down”, content is divided into 
content areas, users can create “subreddits” 

Most submissions can be posted outside of reddit, 
but can be called self posts,  

Users can “friend” eachother, users can comment 

Lots of jargon 

There are posting rules 





  LOCATION BASED APPS  

 

Yik Yak (uses geo fences to prevent use in area schools) all 

users are anonymous, students post things for others near 

them to read, mostly on colleges 

 

 

 

AfterSchool- has been banned from itunes store, anonymous 

like Yik Yak, aimed more at teens 

Streetchat- gives photo feeds of what people in a specific area 

want to post, anonymous, bulletin board; is limited  

  



A social media Q&A, 
connects with other 
platforms, people 
create a profile and 
others can ask them 
questions. Can be 
anonymous.  Has 
been linked to 
suicide related to 
bullying on the site 
in Britain. 



WHISPER 

Secret sharing app, anonymous, but 

can be notified of posts near you 

You can exchange messages direct 

with others, kids can easily reveal 

themselves to predators 
 

 



OTHER APPS 

Vine- Users post and watch 6 second 

videos 

 

 

Tinder- users post pictures and “flag” 

someone they think is cute, if that 

person also “flags” them they can 

communicate 



OTHER 

Chatroulette- online chat website, pairs 

strangers for video chats 

Omegle- similar to Chatroulette, pairs strangers 

for webcam chats 

Foursquare- you check in and friends can see 

your location, can collect prizes & badges,  



IN SUMMARY… 

Be aware of the dangers… 

Be aware of what your kids are involved in… 

Set expectations for their usage… (How much is REALLY private?) 

Work with your carrier’s features to control access… 

 

 


